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„Internet of Things“ – Connected Devices

Connected everyday devices in the “Internet of Things” might very well herald the fourth industrial
revolution after the invention of the steam engine, the assembly line and the computer.

phyWAVE and phyGATE will support: 
• Both BLE (Bluetooth Low Energy) as well
• As 6LoWPAN based on IEEE 802.15.4 

 at 2,4 GHz
• Sub-1 GHz bands

Our phyWAVE System on Chip transmits
data from sensors, actuators and complete 
devices and machines to the web.

Phytec solutions will help you carry out your Internet of Things 
project: phyWAVE transmits sensor, actuator as well machinery 
and equipment data into the web. The system-on-chip solutions 
costs less than 10 Euro in series production. phyGATE is used 
as the receiving unit based on our phyBOARD Single Board 
Computers. We support the following: BLE (Bluetooth Low Energy), 
6LoWPAN based on IEEE 802.15.4 at 2.4 GHz or sub-1 GHz band. 
Phytec customers benefit from our development solutions such 
as radio license, compatibility, series tests as well as successful 
real life operational testing.

To ensure interoperability of our Internet of Things offering, we 
always use industry-leading standards and software solutions 
for our hardware. We keep an eye on market acceptance, manu-
facturer support and technical details. This approach allows us 
to quickly respond to the dynamic market changes and ensure 
optimal use of our products.
 Phytec was involved in the Internet of Things development 
from the very beginning. We observe market trends and provide 
guidance as to various standards and possibilities. An Internet 
of Things solution is no unknown territory for us but the natural 
outcome of our development activities. Phytec embedded 
solutions: modules and off-shelf solutions for your networked 
applications.

All this is made possible by new lower power as well as processor-
intensive embedded systems that can operate self-sufficiently for 
long times in battery mode. Such systems can be embedded into 
even the smallest devices. Energy-efficient radio interfaces offer 
wireless communication and gateways to gather and send data 
via the internet to the cloud for storage and analytics. The result 
is a previously unthinkable complete and real-time representation, 
control and analysis of our physical surroundings on the Internet. 
Global data can now be used to elucidate interconnections and 
thereby automate processes and optimize products, services and 
solutions. Much of the “Internet of Things” remains a vision of the 
future. Successful propagation of IoT will depend on the estab-
lishment of communication standards enabling the combination 
of data from different manufacturers, devices and industries. IoT 
remains a very dynamic realm with multiple standards competing 
for acceptance. For example time stamping and presence detec-
tion systems need to communicate with HVAC system in order to 
determine user behavior and optimize energy consumption.

An IoT system could harvest data on employees work habits and
schedules to appropriately control building temperatures for
daytime and nighttime settings.
 Smart buildings and health care are two of the most important 
emerging markets for the Internet of Things. However, additional 
verticals can also benefit from the new possibilities of IoT data ex-
change and analytics. For instance, wireless modules can be inser-
ted into existing machinery and devices to offer new standardized 
solutions of extracting and analyzing data, as well as interacting 
with the environment.
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Thread Network
Thread is not a new standard, but rather a combination of exis-
ting, open source standards such as IEEE and IETF that define a 
uniform, interoperable wireless network stack enabling commu-
nication between devices of different manufacturers.

Thread uses IPv6 protocol as well the energy efficient wireless
IEEE 802.15.4 PHY/MAC standard. Use of the IPv6 standard allows
components in a Thread network to be easily connected to existing
IT infrastructure. The Thread network layer combines physical as
well as transport layers. UDP serves as the transport layer, on which
various application layers such as COAP or MQTT-SN can be used.
UPD also supports proprietary layers such as Nest Weave. Layers
that are used for most applications, and that service network infra-
structure, are defined uniformly via Thread. Application layers are
implemented depending on end user requirements.
 Two security mechanisms are used within Thread network 
layers: MAC layer encryption and Datagram Transport Layer Security 
(DTLS). MAC Layer encryption encodes call content above the PHY/
MAC layers. DTLS is implemented in conjunction with the UDP pro-

6LoWPAN
Critical mass success of the Internet of Things is dependent 
on establishing standards that allow IoT users to process data 
across various manufacturers, products and industries. The 
existing IPv6 internet protocol allows theoretical accessibility of 
actuators across the globe, and embodies a possible communi-
cation standard for the evolving IoT. 6LoWPAN is an acronym of 
IPv6 over Low power Wireless Personal Area Networks. It is an 
adaptation layer for
IPv6 that conform to the IEEE 802.15.4-2003 standard.
 Such standardization is supported by common operating 
systems and device driver support. To best ensure interoperabi-
lity of our products for the Internet of Things, Phytec likewise 
ports mainline Linux kernels and software communication pro-
tocol to our SOMs and embedded hardware. Our efforts include 
open standards such as IEEE 802.15.4, IPv6, COAP (Constrained 
Application Protocol) and MQTT (MQ Telemetry Transport).

Bluetooth Low Energy
Bluetooth Low Energy, or Bluetooth Smart, is an alternative 
protocol alongside the established Bluetooth “Classic” industry 
standard. While Bluetooth transmits higher data rates and is 
used for complex use cases such as audio streaming or hands-
free profiles, BLE is designed for applications that require 
transmittal of data with low power draw and for which low 
power consumption is more important than a high data rates. 
BLE can achieve long battery life in combination with optimized 
hardware design, is used for mobile devices, and can be readily 
integrated into existing network
infrastructures.

tocol and encrypts application data, but not packet data from the 
lower layers (IPv6). Thread also enables mesh network topologies. 
Routing algorithms ensure that messages within a network reach 
the target node using the IPv6 addressing. When a single node fail, 
Thread changes the network topology in order to preserve network 
integrity. Thread also supports in parallel multiple Ethernet or wirel-
ess networks established via Border Routers. This ensures reliability
through network redundancy. Thread is ideal for home automation
due to its mesh network topology and support of inexpensive
nodes.
 The following image shows a possible setup of such topology. 
Rectangular boxes represent Border Routers such as phyGATE-
AM335 (alternately phyGATE-i.MX 6UL, phyGATE-K64) or the 
phySTICK. The two Border Routers in the image establish the con-
nection to the IT infrastructure via Ethernet or WiFi. The pentagon 
icons represent nodes, such as phyWAVEs and phyNODEs, that 
are addressable and can relay messages within the Thread mesh 
network. Nodes depicted by circles, which can be phyWAVEs and 
phyNODEs, are nodes that can be configured for low power and to 
operate for an extensive time using a single battery.

 
T H R E A D  C H A R A C T E R I S T I C S

• A Thread network can include 250 to 300 devices
• Support of border routers (network redundancy)
• Support of multiple device classes
• Support of tethered power supplies: for applications such as

gateways, lighting, smart meters, garage door openers

## Physical and MAC layer - IEEE 802.15.4 PHY/MAC
Thread uses the IEEE 802.15.4 standard defined physical and MAC 
layers.

## 6LoWPAN - IPv6 over Low power Wireless Personal Area 
Networks (PAN)
6LoWPAN is an acronym of IPv6 over Low power Wireless Personal
Area Networks. It is an adaptation layer for IPv6 that conform to
the IEEE 802.15.4-2003 standard. The IEEE 802.15.4 standard defines 
a maximum packet size of 127 bits. However, IPv6 addresses are
already 128-bit in size, so entire IPv6 data packets sent via Ethernet
have a maximum size of 1,500 bits. In order to be able to use IPv6
in combination with IEEE 802.15.4, every single IPv6 packets must
be fragmented and sent in multiple 802.15.4 packets. a fragmenta-
tion and reassembly adaptation layer must be provided at the layer
below. The 6LoWPAN layer assumes this task. 6LoWPAN is therefore
an "adaptation layer", rather than a physical layer in the sense of an
OSI reference model.

## IPv6 Layer
IPv6, is an Internet Layer protocol for packet-switched internetwor-
king and provides end-to-end datagram transmission across
multiple IP networks. The IP layer allows addressing of every node
by an individual IP address. The IPv6 address is assigned to the node
and is unique on a global scale.

## Routing (Distance Vector Routing protocol)
The routing protocol collects data on all nodes accessible on the
network. This data can include accessibility, field strength, reliability
and calculation of the shortest data route from one node to a
Border Router. The routing protocol enables mounting of a mesh
network.

## UDP - User Datagram Protocol
UDP (User Datagram Protocol) is is a simple, connectionless proto-
col and is an alternative communications protocol to Transmission 
Control Protocol (TCP) that is used primarily for establishing low-
latency and loss tolerating connections between applications on 
the Internet. Both UDP and TCP run on top of the Internet Protocol 
(IP) and are sometimes referred to as UDP/IP or TCP/IP. UDP assigns 
port numbers and a checksum for simple error correction.

## DTLS - Datagram Transport Layer Security
DTLS (Datagram Transport Layer Security) is an encryption protocol
that encodes messages at a transport layer. DTLS is always activated
in Thread, to ensure that all messages are always encrypted.

## Application Layer like COA 
COAP (Constrained Application Protocol) is not an integral part of 
Thread. It is used in Phytec demos to offer a simple interface for 
reading of sensor data. All Linux PCs can read all addressable nodes 
via a free library.

L A Y E R S  S U P P O R T E D  B Y  T H R E A D

6LoWPAN and 
Bluetooth Low 
Energy
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phyWAVE®-CC26xx 

• TI ARM Cortex-M3 and Cortex-M0 (RF Core)
• Radio transceiver will support:
 • 2,4 GHz IEEE 802.15.4 • 6LoWPAN • ZigBee® • RF4CE 
 • Bluetooth Low Energy • 2,4 GHz proprietary
• 128 kB FLASH + 8 kB Cache, 20kB RAM
• Integrated temperature sensor
• 4 Universal-Timer modules (8x 16-Bit- / 32-Bit-4x-Timer, with PWM)
• 12-Bit-ADC, 200 kS / s, 8-Channel-Analog-MUX • UART • 2x SPI 
• Ultra-Low-Power-SPI • I2C • I2S • RTC • AES
• 10-31 GPIOs (depends on configuration)
• Dimensions: 19 x 28mm

phyNODE®-Sensor 1
E v a l u a t i o n  B o a r d 

with Color Light-, IR-Thermopile-, Humidity- and Pressure Sensor, 
Accelerometer, Magnetometer as well as RGB-LED and Capacitive Button.

phyWAVE®-KW2x
• NXP ARM Cortex-M4 and 2,4 GHz IEEE 802.15.4 radio transceiver
• 48 MHz, 512 KB Flash and 64 KB RAM 
• PCB Antenna (optional external antenna)
• I2C, SPI, analog, GPIOs
• Cryptography Acceleration Unit (CAU)
• UART • SPI • Ultra-Low-Power-SPI
• I2C • I2S • RTC
• AES encryption
• Dual PAN support
• Programmable output power -30 bis +8 dBm
• Sensitivity -102 dBm
• Dimensions: 19 x 28 mm

Part number: PWA-A-002          |   Single unit price: from  0  7.20

Part number: PWA-A-001           |   Single unit price: from  0  6.50

Color Light Sensor
TCS37727

Capacitive Button

Humidity
 HDC1000

IR-Thermopile Sensor
TMP006

RGB-LED

Magnetometer
MAG3110FCR1

Accelerometer
 MMA8652FC

Pressure Sensor
MPL3115A2

Part number: PN-00201-A-001         |     0  49.00    |   phyNODE-Sensor 1 with phyWAVE-KW2xD

Part number: PN-00101-A-001         |     0  49.00    |   phyNODE-Sensor 1 with phyWAVE-CC26xx

phyNODE is an evaluation board with lots of different sensors.
At the heart of phyNODE is a phyWAVE module with the open

source IoT operating system RIOT.

phyWAVE®-MCR20A 

Part number: PWA-A-005          |   Single unit price: from  0  7.00

• NXP MCR20A transceiver
• 2,4 GHz IEEE 802.15.4 / ZigBee® RF transceiver
• SPI
• Dimensions: 19 x 28 mm
• phyWAVE-MCR20A can be used on 
 phyGATE routing

WAVE



phyWAVE-KW41Z

Processor NXP Kinetis KW41Z, ARM Cortex-M0+ Core, 48 MHz 

Architecture ARM® Cortex™-M0+ 

Memory up to 512 kB Flash, up to 128 kB SRAM 

Radio Receiver 2,4 GHz IEEE 802.15.4 
Bluetooth Low Energy 4.2 (simultaneously)  

RX/TX current 6.8/6.1 mA at 0 dBm

Antenna PCB Antenna or configurable 

Interfaces UART, 2x I²C, 2x SPI, Analog, RTC 

Crypto Cryptography Acceleration Unit (CAU), AES encryption 

ADC 16-Bit ADC, up to 800 kS/s, 6 channels 

RF Output Power Programmable output power -30 to +3.5 dBm

Sensitivity 6LoWPAN -100 dBm, BLE -95 dBm 

Operating System FreeRTOS

Certification CE compliant, FCC (shield mounted) 

Power Supply Wide input voltage range from 0.9 V to 4.2 V 

Dimensions 15 x 19 mm

Part Number PWA-A-007

Price excl. VAT E 8,90

Internet of Things   |   IoT  |  98  |  IoT  |  Internet of Things

France  ·  www.phytec.fr     |     USA  ·  www.phytec.com     |     India  ·  www.phytec.in     |     China  ·  www.phytec.cnPHYTEC     |     Germany  +49 6131 9221-32  ·  contact@phytec.de   ·  www.phytec.de     |     Europe  ·  www.phytec.eu

• Dimensions: 15 x 19 mm 
• On module power management 
• input voltage range 0,9 - 4,2V 
• Populated chip antenna or U.FL connector on PCB
• Populated 32kHz oscillator for deep sleep mode 
• Hybrid Radio Module for BLE & Thread simultaneously 
• CE/FCC compliant
• Variant types for NXP SOCs (on request: KW21Z, KW31Z) 

phyWAVE®-KW41Z
A R M ® C o r t e x T M- M 0 +

Small but powerful: the phyWAVE-KW41Z is based on the NXP 
Kinetis®-W series featuring an ARM Cortex-M0+ CPU. The module 
has dimensions of 15 x 19 mm and is designed for applications 
that require small dimensions. Nevertheless, phyWAVE offers 
an integrated power management and supports input voltages 
between 0.9-4.2 V. Due to deep sleep it is also energy efficient 
and well-suited for energy harvesting and battery operated 
applications. The module offers a populated chip antenna or U.FL 
connector.
 phyWAVE-KW41Z supports Bluetooth Low Energy networks 
and 802.15.4 based networks such as Thread simultaneously. This 
multi-mode functionality allows direct communication with mo-
bile devices via BLE and integration into Thread Mesh networks at 
the same time.

Module availability is guaranteed for at least 10 years. phyWAVE-KW41Z full scale
Example of use:
IoT-Enablement-Kit 4 (see page 14)

WAVEWAVE



Camera module 
and 3D printed PCB 
under development 
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phySTICK consists of a phyWAVE-KW2x RF module, with minimal
additional circuitry for USB connectivity, in the form factor of a
USB WiFi stick. It is used to enable PC access to a Thread network.
The phySTICK registers as a network interface with Windows or
Linux computers, enabling communication between the computer
to which it is attached and nodes in a Thread network. The
phySTICK can also serve as a Border Router. The combination of
the phySTICK with a computer creates a Gateway that connects
Thread nodes with devices on an Ethernet- or WiFi-based network.

phySTICK®-KW2x
 w i t h  p h y W A V E - K W 2 x

phyGATE®

p h y B O A R D  S i n g l e  B o a r d  C o m p u t e r

acts as a Linux based IoT gateway by expanding it
with a Wireless Transceiver Module (WTM).

G A T E W AY S
Gateways provide connection of sensor nodes with existing infrastructure 
such as closed internal networks or the internet. The protocol that sensor 

nodes use for communication with the gateway only differs in the physical 
and MAC layer from Ethernet base networks. Depending on the application, 
the hardware that provides the gateway functionalities can provide more or 

less processing power for additional tasks.

phyGATE-K64 is a small and price-optimized gateway module. It runs with 
an real-time operating system from NXP or Zephyr Project OS.

• Router: phyBOARD Single Board Computer
• IEEE 802.15.4, 2,4GHz,  Sub-1Ghz
• Gateway for sensor nodes
• Quick and easy integration into custom products
• PCB Antenna (optional external Antenna)
• Ethernet, WiFi
• Dimensions: 72 x 100 mm (Pico-ITX)

The phyGATE-K64 is a gateway module based on the
NXP K64 SoC with integrated ARM Cortex®-M4, 1 MB
Flash and a Power-over-Ethernet interface (PoE) that
supplies power. The phyGATE-K64's 50 x 50 mm form
factor enables its integration in industry standard 60
mm flush mount recessed boxes. 
 phyGATE-K64 can be expanded with Phytec 
phyWAVE modules and camera modules. Custom 
expansions can easily be implemented (see prototype 
image on the left).

phyGATE®-K64
G a t e w a y  m o d u l e  i n  f o r m  f a c t o r
t h a t  f i t s  i n  f l u s h  m o u n t  h o u s i n g

Part number: PB-02013-001       |    phyBOARD-Segin    |    i.MX 6UL (Full Featured)    |   from  0  98,00

Part number: PG-004-003-0001       |    Power-over-Ethernet   |   Price on request

Part number: PB-02013-001C     |    phyBOARD-Segin    |    i.MX 6UL (Low Cost Headless)    |   from  0  58,00

Part number: PG-004-003-0000       |    Price on request

Part number: PEB-U-01             |   Single unit price:  0  20,00

WAVE
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phyNODE®-ePaper 1 
f o r  u s e  w i t h  p h y W A V E - C C 2 6 x x

The phyNODE-ePaper is a PCB backplane to an electronic graphical
ePaper display (EPD) that reflects light like paper. This PC includes 
a phyWAVE-KW2x or phyWAVE-CC26xx RF module and can be in-
tegrated into existing networks via BLE or IEEE802.15.4 6LoWPAN. 
phyNODE-ePaper also has a user-configurable button as well as a 
proximity sensor.
 The energy efficiency design ensures operation with a button
cell or a lithium cell battery in AA format. The phyNODE-ePaper
only draws power during the update process. Once content is
displayed, the power supply can be switched off for an amount of
time specified by the user. Target uses for ePaper Node are confi-
gurable name tags, price tags or information tags for building
automation.

e P A P E R
Our phyNODE-ePapers with passive display technology can be deployed 

for off-grid and battery operated applications. Target uses are configurable 
name tags, price tags or information tags for building automation. 

WAVE

phyNODE®-ePaper 2
f o r  u s e  w i t h  p h y W A V E - K W 4 1 Z

phyNODE-ePaper 2 combines the same passive display of our ePaper 1 with a low power 
sensor board, including a digital humidity sensor with temperature sensor, 

color light-to-digital converter with proximity sensing and an indoor air quality sensor. 
 Equipped with batteries the system can be used to test applications with our 

phyWAVE-KW41Z under real conditions. For series applications such as name tags or 
information tags the ePaper can be designed with or without any sensors 

to fit your project’s requirements. 

NEW
Development 

Solutions

Reset-Button

phyWAVE-KW41Z

User-Button

RGB-LED

Sensors

AA battery holder 
or Lanyard loop

Universal Debugger 
(detachable) 

John Smith
Research and Development



IOT-Gateway
Possible mesh 

network architecture

phyNODE-Sensor

 includes
phyWAVE
wireless 
module

phySTICK
THREAD stack

phyNODE-ePaper 
+ phyWAVE-KW41Z

phyBOARD

Ethernet / Wi-Fi

phyCORE-i.MX6 UL

Linux-OS
NXP i.MX6UL
ARM Cortex 

A7/M4
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IoT-Enablement-Kit 4
p h y N O D E - e P a p e r  2
S e n s o r s ,  e P a p e r ,  A p p :  c o m e  a n d  p l a y  w i t h  m e !  –  Yo u r  I oT  S t a r t e r  K i t

Get started with your IoT application! The phyNODE-ePaper2 
offers various sensors that you can test when using it with our 
phyWAVE-KW41Z module. Due to the integrated Arduino Shields 
slot, further functionalities can be integrated such as additional 
sensors or network expansions.

Processing data has also been taken care of: when using the 
Phytec phyNODE app that is available in the Google Play Store, 
you can read sensor data easily. The app also lets you display 
messages on the ePaper display that is included in the IoT kits. 
Simply enter your text, choose a logo and send. You will have an 
electronic name tag in seconds. Battery holder, battery, lanyard 
and clip are included in the kit as well.

Sample Price 

39,-e
excl. VAT

Kit Content
• phyNODE-ePaper 2 with phyWAVE-KW41Z
• JTAG cable, MicroUSB cable
• Button cell
• Quickstart Guide
• Mounting clip / Lanyard

BETRIEBSSYSTEM IoT-Enablement-Kit 4
phyWAVE-KW41Z RF Module

Operating System FreeRTOS

CPU NXP Kinetis KW41Z, ARM Cortex-M0+ Core, 
48 MHz

Memory up to 512 kB Flash, up to 128 kB SRAM

Radio Receiver 2,4 GHz IEEE 802.15.4
Bluetooth Low Energy 4.2 (simultaneously) 

RX/TX current 6.8/6.1 mA at 0 dBm

Antenna PCB Antenna or configurable

Interfaces UART, 2x I²C, 2x SPI, Analog, RTC

Crypto Cryptography Acceleration Unit (CAU), 
AES encryption

ADC 16-Bit ADC, up to 800 kS/s, 6 channels

RF Output Power Programmable output power -30 to +3.5 dBm

Sensitivity 6LoWPAN -100 dBm, BLE -95 dBm

Operating System FreeRTOS

 
phyNODE-ePaper 2

S E N S O R S

HDC1010 Low Power, High Accuracy Digital Humidity 
Sensor with Temperature Sensor

TCS37727 Color light-to-digital converter 
with proximity sensing

CSS811 Indoor Air Quality Sensor 

Power Supply AA Battery or button cell CR2032 

K I T  C O N T E N T

• phyNODE-ePaper 2 with phyWAVE-KW41Z
• JTAG cable, MicroUSB cable 
• Arduino Shields slot
• Button cell, Quickstart, Clip, Lanyard

Part Number KPW-IOT-004

Price excl. VAT 0  39,00

WAVE
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